*AMC Suppl 1 to AR 380-19

DEPARTMENT OF THE ARMY
HEADQUARTERS, UNI TED STATES ARMY MATERI EL COVMMAND
5001 ElI SENHOAER AVENUE, ALEXANDRI A, VA 22333-0001

AMC Suppl ement 1 1 Decenber 2000
to AR 380-19

Security
| NFORMATI ON ASSURANCE

Thi s suppl ement prescribes policy, assigns responsibility, and
establ i shes procedures for inplenmenting supplenental security

requi renents for automated information systens, Arny Materiel Comuand
(AMC) wide. This supplenent further delineates responsibilities and
defines procedures for Headquarters (HQ, AMC, AMC nmjor subordinate
commands (MSCs), and separate reporting activities (SRAs); AMC

proj ect/product managers; separate installations and activities
reporting directly to HQ AMC; and Gover nnent owned, contractor-operated
(GOCO) activities under AMC jurisdiction that process sensitive-but-
uncl assified (SBU) information. This supplenent provides for the

i npl ementation of security measures for all AMC-operated autonmated
informati on systens (Al Ss). Commanders, nmnagers, Chief Information
Officers (Cl0Gs), and Information Assurance Managers (1 AMs) will ensure
that security neasures are inplenented to provide opti mum security for
all automated systens within their areas of responsibility. This
suppl enent may be further suppl emented by AMC MSCs, SRAs,
installations, and activities reporting directly to Headquarters, AMNC,
as required, subject to HQ AMC approval (AMCIOF), prior to

i npl enentati on. One copy of each supplement will be furnished to the
Commander, USAMC, ATTN. AMCI O F, 5001 Ei senhower Avenue, Al exandria, VA
22333-0001, and the AMC Intelligence and Technol ogy Support Activity,
ATTN: AMXM - SD, 1323 Cobb St. SW Fort MPherson, GA 30330-5000.

AR 380-19, 27 February 1998, is supplenented as foll ows:

Page ii, Appendi xes. Add the foll ow ng:

H. Menorandum of Agreenent

I. Certification, Accreditation and Reaccreditation

J. Mnimm Accreditation Docunentation Required

K. MnimumC Criteria for Connection to AMC Network Infrastructure

Page 1, paragraph 1-1c, Purpose. Add subparagraph (6) after
subpar agraph (5).

(6) Contracts for facilities processing sensitive-but-unclassified
(SBU) defense information will specify requirements of the basic
regul ati on, AR 380-67, and this supplenent. Operation and
accreditation authority will remain within the AMC chain of command for
AMC- owned syst ens.

Page 3, paragraph 1-4f(2). Add the followi ng at the end:

The Commander, AMC will appoint the Information Assurance Program
Manager (I APM) (fornerly called the Information Systens Security
Program Manager). MSCs are authorized to appoint MSC | APMs based upon

*Thi s suppl enent supersedes AMC Supplenent 1 to AR 380-19, 28 Septenber
1993



AMC Suppl 1 to AR 380-19

the size of the conmand. An MSC may appoint an |APMif the MSC
contains five (05) or nore subordinate activities.

Page 4, paragraph 1-4. Add subparagraph k after subparagraph j.

k. The AMC | APMis responsible for functioning as the centra
poi nt of contact (POC) for information fromand to the Information
Assurance Manager (1AM, (fornerly known as the Information Systemns
Security Manager (I1SSM); the Information Assurance Network Officer
(1ANO), (fornerly known as the Network Security Oficer (NSO)); and al
aut hori zed users. The chain of command for reporting any | A problem
will be fromthe bottomup. The IAMis responsible for maintaining
control of all AMC assets within the area of the installation s |oca
area network (LAN)/w de area network (WAN) configuration. The |IAM can
require tenants to provide any special equi pnent necessary to support
the tenant requirenents for network connection

Page 4, paragraph 1-4. Add the follow ng subparagraphs (1) and (2)
af ter subparagraph 1-4Kk.

(1) The 1ANO is responsible for coordinating security activities
for the 1 APM ensuring command-w de security of the network
infrastructure, identifying all interfaces to the network
infrastructure, coordinating with AMs in devel opi ng appropriate
security policies, and inplenmenting the infrastructure security
polici es.

(2) The IANO is responsible for enforcing the AMC network
infrastructure connectivity policy, and generating and i npl enmenting
procedures at the network level for System Admi nistrators (SAs). The
I ANO ensures the network and underlying hosts are operating securely;
notifies the Information Assurance Security Oficer (I1ASO, (fornerly
known as the Information Systens Security Oficer (1SSO) of any
nodi fication to the security status prior to inplenenting the
nodi fi cation; and ensures each host has inplenented basic security
mechani sms prior to connectivity to the installation network. Each
| ANO coordinates with the 1 ASO on security related i ssues. The | ANO
identifies all comunication interfaces to the installation
infrastructure; inplenments security features built into the conponent
hardware; maintains the configuration of AMC networks; naintains the
net wor k mappi ng; maintains the current SA POC list; verifies SA
conpliance; and audits network devices.

Page 4, paragraph 1-4. Add subparagraph | after subparagraph k.

I. Al authorized user responsibilities. Al authorized users of
the network nust notify the designated | ASO upon observation of actions
that conflict with the AMC network infrastructure connectivity. Users
are responsi ble for protecting AMC assets, including information
systens equi pnent, data, and information regardl ess of the security
mechani sns that are in place.

Page 4, paragraph 1-5b(1)(f). Add the follow ng sentence:

Information related to equi pmrent and materiel undergoing research
devel opnent, test, and evaluation (RDT&E); certain related informtion
concerni ng defense efforts on special projects (i.e., weapons systens,
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etc.); and the devices needed to provide protection for data contained
in the conputer system as determ ned by the proponent of the

i nformati on and appropriate security manager, will refer to chapter 4
for specific guidance concerning types of information to be protected
and restraints i nposed on protection neasures.

Page 4, paragraph 1-5g. Add subparagraph h. after subparagraph g.

h. The followi ng are AMC managenent, function, and security goals:

(1) Maintain a network that connects the entire installation s AMC
resources and tenant units on a single installation-w de backbone.

(2) Provide an installation-level primary point of access to the
Uncl assified but Sensitive Internet Protocol Routing Network (N PRNET)
and centralized network managenent for the AMC installation
infrastructure. |In sonme cases provide a single, centralized,
electronic mail (Email) systemto AMC installations and tenant units; a
single, centralized World Wde Wb (WANY server; sone centralized data
storage capability; a network for AMC operational use; and a nobile
user support in accordance with current DA regul ati ons, menoranduns,
and policies.

(3) Ensure the AMC el enents and other tenant networks attached to
the AMC backbone present no significant risk to the backbone and each
ot her.

Page 5, paragraph 1-6d(2). Add the following after the first sentence:

At the MSC/ SRA | evel, commanders/directors will appoint an lAM At the
installation |level, an | ASO need only be appointed. Were the MSC is

al so the host activity on an installation, the | AM assigned at the MSC
| evel may also be the |AMfor the installation. Commanders of AMC
tenant activities on AMC installations nay appoint an activity AMto
oversee the activity I A programand to support the installation | AM on
conduct of his/her responsibilities under provisions of paragraph 1-
6d(2). AMC tenant activities on a non-AMC installation will appoint an
activity I AM unl ess prohibited by host installation command regul ation
The MSC | AM nust keep records on Managenent Decision Packages (MDEP)
for M54X (1 A funds) expenditures and provide the AMC I APM with an
annual accountability report during the |last quarter of the fisca

year. |AMs are required to keep record of all those system

admi ni strators who have been certified. The |AMis responsible for
defining and enforcing the AMC installation security policy for the
DAA.

Page 5, paragraph 1-6d(3)(a). Add the following at the end of the
sent ence:

The ASO wi Il enforce the AMC network infrastructure connectivity
policy.

Page 5, paragraph 1-6d(3)(e). Add the followi ng after the | ast
sent ence:

Post all security officer appointments in an area with visibility.
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Page 5, paragraph 1-6d(3)(k). Add the followi ng at the end:

This function may be del egated, provided the individual performng this
function has been del egated password managenment in witing.

Page 5, paragraph 1-6d(3)(m. Add the following at the end of the | ast
sent ence.

Grant access to the AMC install ati on networKk.

Page 5, paragraph 1-6d(3). Add subparagraphs (p) through (r) after
subpar agraph (o).

(p) The 1ASO will designate a specific number of days before
di sabling inactive accounts and ensure retirenment of the affected user
id s and passwords (coordination with SA required).

(q) Mintain the configuration nanagenent of network assets within
their designated area of control

(r) Posting all security officer appointnents in an area with
noti ceable visibility.

Page 5, paragraph 1-6d(4). Add subparagraphs (a) through (i).

(a) Identify all comrunications interfaces and connection
requi renents to include all nodens/ nodem owners.

(b) Install and maintain command and control (C2) protect tools,
account managenent, and auditing in accordance with current regul ations
or directives as required.

(c) Install and naintain all security patches and service packs
that are provided by the software vendor or any authorized DoD source,
as directed.

(d) Establish and maintain a strong password policy that requires
passwords to be changed every 6 nonths or |ess.

(e) Ensure that auditing tools are in place, configured properly,
and results revi ened weekly.

(f) If possible, run software tools like "CRACK' monthly to check
for password quality. |f necessary, |ock out those users with non-
conpl i ant passwords.

(g) Ensure secure system setup and operation

(h) Notify the I ASO and obtai n approval prior to making
significant or security-related system configuration changes.

(i) Notify the local I ANO and | ASO of any conpronises in
accordance with requirements set in AR 380-19.

Page 7, paragraph 2-3a(1l). Add the following at the end of the next to
the | ast sentence:
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Wthin AMC, audit information will be retained for at |east 90 days.

Page 7, paragraph 2-3a(12). Add subparagraph (13).

(13) Continuity of Operations Plan. Al AlSs are required to
devel op, test, and maintain a Continuity of Operations Plan (COOP) in
accordance with DA PAM 25-1-1. The COOP will be designated and
tailored to be proportionate to the conplexity and criticality of the
systenms supporting the specific concept of operations.

Page 8, paragraph 2-4b. Add subparagraphs (1) through (9):

(1) For auditing purposes, governnent or contractor personne
authorized to use comercially licensed software nust be able to
produce the original diskettes/conpact discs (nmedia) and docunentation
or, in the case where a nulti-user or site |license applies, a copy of
the applicable license. Once the software has been installed, the
original software will be protected from damage and theft by storing in
an approved manner/area. The documentation should be afforded
reasonabl e protection, but not necessarily to the sanme degree as the
sof t war e.

(2) No governnent-procured or |eased software shall be renoved
fromthe organi zation without the witten approval of the | ASO.
Software shall not be renoved fromthe installation wthout the
regul atory conpletion of OF Form 7 (Property Pass) (see AR 1-39,

Def ense Supply Service-Washington). All users will conply with
copyright laws/licensing agreenents.

(3) Governnent-procured or |eased software will not be used for
personal profit or gain.

(4) Use of privately owned commercial, public domain, freeware,
or shareware software on Governnment owned equi pnent is di scouraged, but
may be permitted if the governnent cannot provide the appropriate

software to the user. An authorization request will be forwarded
through the i medi ate supervisor to the ASO. The 1ASO will approve
the request if it is for use of software that will not conflict with or

corrupt CGovernment owned resources. The installation DOM CIO and the
| AM may be requested to assist the 1ASO in determ ning the
acceptability of the software package. |f the approval is granted, the
| ASO nust provide the user with witten authorization for use of the
software package to satisfy audit requirenents. Prior to its use, the
software will be verified to be free of any bugs or viruses. The
authorization will be witten and signed by the | ASO and included in

t he hardware/software inventory list. Additionally, the follow ng
conditions will be net:

(a) Does not violate |icense/copyright constraints.
(b) Is used only for governnent work
(5) Governnent-procured or | eased copyrighted software will not
be | oaned or borrowed. Software nmay be tested by others to deternine

future use, possible purchase, etc., only if expressly permtted in
vendor |icense agreenents.
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(6) Governnent-procured or |eased software will be accounted for
and a central point of contact will be established to reduce
duplication.

(7) Licensed software will be properly registered with the
supplier (e.g., by the person to whomthe software is initially issued
or by the ASO. The IASOw Il ensure this function is acconplished.
For network operations, a single point of contact for each network will
be established to distribute software updates to applicabl e network
sites/workstations.

(8) When ol der versions of comercial software packages are
upgr aded, the superseded software nedia nust be di sposed of properly.
Unl ess vendor license agreenments specify disposal procedures for
obsol ete software, the obsolete diskettes will either be cut in half or
burned, or purged and reformatted. Conpact discs (CDs) will be
di sposed of by breaking CDs in half or thoroughly scratching surface
cont ai ni ng software data.

(9) Software declared as excess will be turned in to the
supporting installation DOMCIO for reissue or disposition

Page 8, paragraph 2-4f. Add subparagraphs (1) through (3).

(1) Copyrighted software may only be copied as explicitly set
forth in the contract under which acquired (see DoD Federal Acquisition
Regul ati on Suppl enent (DFARS) at 227.71 and 227.72 and under the
foll owi ng conditions:

(a) Preparing backup copies for operational and archiva
purposes per Title 17, U S. Code (USC), Section 117, "Limtations on
Excl usive Rights: Conputer Prograns." Prepared copies should be tested
to ensure that true duplicates of the original have been nmade. A
backup copy should then be maintained in a separate, secure place at
the user installation.

(b) Duplicate copies that are kept at COOP sites must be
mai ntai ned in a manner equal to the original data nedium

(2) Control of governnent-licensed comrercial software will be
mai ntai ned in accordance with AR 25-1, paragraph 5-3.c.

(3) Governnent-devel oped software: Software devel oped by a
governnment enpl oyee as a part of his/her duties is owned by the
government and no copyright nay be obtained. For nore information, see
AR 27-60 (Patents, Inventions, and Copyrights).

Page 8, paragraph 2-4. Add subparagraphs h. and i. after paragraph g.

h. Unaut hori zed software.

(1) Al unauthorized or undocunented software found during
i nspections will be renmoved fromthe equipnent (the first-1line
supervisor with | ASO assistance, if necessary, will ensure that the
software is erased fromthe hard disk).
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(2) Repeated occurrences of unauthorized software being found will
be reported to the | AM and appropriate managenent for consideration of
di sci plinary action against the offending user

i. In those instances where precluding operator access to
application prograns and system functions is not practical, audit
trails will be provided for all access and attenpted access.

Page 8, paragraph 2-6a. Add the following at the end of the paragraph.

The Arny Computer Enmergency Response Team (ACERT) at the Land
Information Warfare Activity (LIWA) is the tool distribution point for
the Arny. C2 protect tools as well as MAfee and Symantec's Norton
Anti-Virus tool suites are available to the Arny through the ACERT web
site at http://ww. acert.belvoir.arny.m !l or
ftp://ftp.acert.belvoir.army.m|. System adm nistrators are encouraged
to downl oad the nandated C2 protect tools, as well as review and
install other security related tools available at this site for the
security of their information systens. Al systems within the scope of
this policy will utilize the C2P tools that apply to their environnent.

(1) Exception to Approved C2P Tool Li st. I f, after careful
consideration, an SA recommends that one or nore of the tools not be
utilized on a system the SA nust present docunentation which

(a) Describes the systemto be exenpted to include its users and
connectivity,

(b) Identifies which applicable tool(s) should not be used, and
(c) Provide justification for the recommendati on

(1) MWiiver justifications may be based upon a risk assessnent
(confirnmed by DAA) or redundancy of C2P tools with installed
protections.

(2) Externally controlled systems that operate at AMC
installations should reflect that the system proponent was notified of
the AMC policy. A copy of the notice should be included.

(2) Accreditation. These tools are required for accreditation
purposes. The operational use or non-use will be addressed in each
system security plan/docunentation submitted to a DAA for approval. |If
a system security plan identified the need for the operational use of
any C2P tools in support of the systeminplenentation, the tools wll
then al so be used in the security and eval uation/security certification
phase of the accreditation process. Results fromrunning the tools as
part of the security test and evaluation (STE) will be included in a
STE report which is to be enclosed as an annex to the final system
security plan/docunentation and request forwarded to a DAA for review
and approval. C2P tools inplenentation and changes nust be reported
within 90 days of their inplenentation.

(3) Accountability. The organization |AM nust nmaintain a |ist of al
systenms and their status regarding tool inplenentation. This

i nformati on nmust be forwarded annually to the AMC | APM Docunent ati on
regardi ng exceptions should be forwarded to the AMC | APM
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Page 8, paragraph 2-7. Add subparagraph e after subparagraph d.

e. The above operational procedures will be inplenented as
appropriate by the accreditation authority based upon m ssion
essentiality/vulnerability of the individual AlS. Were necessary, a
classified programaudit officer (CPAO) will be appointed by the |AMto
acconplish the procedures prescribed in application software processing
classified data. For scientific and engi neering applications, this
responsibility may be assigned to the appropriate |evel of project
| eadership to act as the CPAO. The CPAO is responsible for reporting
di screpancies of the AIS to the | AM

Page 9, paragraph 2-10. Add subparagraphs j and k after i.

j. Physical security neasures for protection of support facilities
will be as determined by the | ocal commander

k. The accreditation authority will approve all physical security
wai vers applicable to this supplenent and the basic regulation. Al

physi cal security requirenments requiring waivers will be coordinated
with the installation physical security officer prior to subnmission to
the accreditation authority for approval. These waivers will be

included in the appropriate accreditation document. Physical security
wai vers that require HQ AMC approval will be forwarded to HQ AMC, ATTN:
AMCPE-S. Information security storage waivers that require HQ AMC
approval will be forwarded to HQ AMC, ATTN. AMCM .

Page 9, paragraph 2-11. Add subparagraphs d through m after
subpar agr aph c.

d. Some operating environnents may require the use of | ocking
devices to prevent unauthorized use of small conputers. For AlSs to
which this applies, procedures will be established per AR 190-51

e. |Inplenmentation of key access control procedures will be
docunented in the AIS SOP

f. Basic responsibility will be placed with the user who has
control of the information, has the need to protect it, and has the
necessary authority and resources (i.e., the primary user of the snal
conputer). Commanders and supervisors, with advice fromthe | ASO, nust
ensure that these responsibilities are net.

g. The users of snmall conputers are responsible for the equipnent,
medi a, and data processed on their small conputer, to include

(1) Properly securing all information and nmedia to protect against
unaut hori zed access, destruction, or danmage.

(2) Labeling reports generated to identify and differentiate the
sensitivity of information as well as the creator's nane and date of
processi ng.

(3) Properly docunenting prograns to facilitate their turnover to
new users.
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(4) Reviewi ng and conplying with software |icensing agreenents.
(5) Maki ng backup copies of files and prograns.

h. Access Controls: Mst small conputers are intended for a
single user, which results in mninmal built-in security features.
Where a single person is using a small conputer, adequate physica
controls can be used to control access. Problenms arise, however, when
a single small computer is shared by several users, all of whom may not
have the sane need-to-know for the information stored in permanent

storage. |If access control progranms are not, or cannot be, used,
storage nedia will be renmoved and nmenory cl eared when the system user
changes.

i. Physical and adnministrative controls provide a cost-effective
means of controlling access to the small conputer and its information.
An unaut hori zed user could unintentionally destroy or conproni se
val uabl e informati on by "playing" with an unattended machi ne. Although
these controls tend to be | ess consistent (because they depend upon
people for their execution), they are usually relatively easy and
i nexpensive to inplenent. Several types of access control nechanisns
used to control the use of small conputers include the foll ow ng:

(1) Magnetically encoded "key cards" that performa function
simlar to physical key-locks and that can provide additional coded
i nformati on.

(2) Logging off when not in use or when unattended.

(3) Use of start-up prograns that take control of the conputer
automatically (when the small conputer is turned on or a new user |ogs
on) until the user can be verified.

(4) Prograns that maintain control at all times by limting users
to predefined functions.

(5) Password protection for prograns and files.

(6) Read-only file protection

(7) Use of existing software-provided passwords or keys.
(8) Use of screen saver password.

j. Small conmputers do not nornally provide a mechanismto
deternmine user identification. Consequently, programs nust be
purchased separately to provide this |level of security. For situations
in which several users share a single small conputer, user
aut hori zation and identification should be authenticated in sone
manner .

k. Exami nation, nonitoring, and supervision of usage are desirable
security features which may be acquired through automated or nmnua
means. Progranms can be devel oped or purchased that will record usage
information. A reliable source of date and time information (e.g., an
i nternal clock calendar) and protection of this audit information from
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nodi fication or destruction would al so be needed. The types of events
that may be of interest include:

(1) System start-up.

(2) User log on and |og off.

(3) Job start and finish

(4) User file access.

I. A current inventory of small conputer equi prent should be
mai nt ai ned and annually validated with the appropriate property
custodi an, as applicable, per AR 710-2 (Supply Policy Below the
Whol esal e Level).

m  Environnent. Snoke, dust, and other contamninants can easily

damage many conponents of a typical small conputer. Measures to

reduce environnmental hazards include the follow ng:

(1) Keep areas clean where small conputers are | ocated

(2) Do not pernmt eating, drinking, or smoking in the i mediate
area of the AI'S

(3) Keep the snall conputer away from open w ndows, direct
sunlight, radiators, and heating vents.

(4) Provide a permanent |ocation for the small conputer on a
solid, stable desk or table.

Page 10, paragraph 2-14e. Add subparagraph (5).

(5) Automatic account/password expiration due to inactivity.

Page 10, paragraph 2-15. Add the following to the end of subparagraph
b

Security training will be acconplished in accordance with the AMC-
i ssued Information Assurance Training Policy Menorandum #98-01, dated
16 Jul 98.

Page 11, paragraph 2-16b. Add the follow ng at the end.

Al contracts will reflect security investigation (access) requirenments
per AR 380-67, paragraph 3-401, and identification of position
sensitivity designations as determ ned per AR 380-67, paragraph 3-101

Page 11, paragraph 2-16b(1). Add the follow ng at the end.

For positions designated as critical-sensitive because of Category |
ADP responsibilities, DD Form 1879 (DOD Request for Personnel Security
I nvestigation) will be used. The Defense Security Service (DSS) will
then perform a Single Scope Background | nvestigation and i ssue a TOP
SECRET cl earance. This investigative requirenent is valid even when

i ndi vi dual s appointed to such positions do not require access to TOP
SECRET information. Simlarly, for positions designated as non-

10
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critical sensitive because of Category Il ADP responsibilities, DSS
will performthe appropriate investigation as the basis for issuing a
SECRET cl earance. DSS will not perform security investigations for
only ADP positions. Personnel not requiring access to classified

i nformati on should not be granted this privilege by controlling

aut horities.

Page 11, paragraph 2-16b. Add subparagraphs (4) through (5) at the
end.

(4) The follow ng guidance applies to DoD military, civilian
personnel, consultants, volunteers, and contractor personnel who nust
access a government conputer systemin the performance of their
of ficial duties.

(a) Critical Sensitive. |If an individual perforns ADP-1 type
duties as defined in AR 380-67, paragraph 2-200, the position will be
designated as critical sensitive. Personnel in this position include
i ndi viduals who are directly responsible for the planning, direction
and i nplenentation of the activity’s Information Assurance program
Any individual whose major responsibility is the direction, planning,
and design of conputer systens (hardware and/or software) also is
considered in an ADP-1 position. All individuals who can access a
conput er system during mai ntenance or operation in such a way as to
cause grave damage or realize a significant personal gain are al so
included in an ADP-1 position. As a mninmm specific positions which
will be designated as critical sensitive are the MACOM | nformation
Assurance Program Manager, MSC and installation Information Assurance
Managers, MSC and installation Directors for Information Management,
and supervisory personnel of conmputer hardware and/or software
devel opnent activities.

(b) Non-critical Sensitive. |If an individual perforns ADP-II
type duties as defined in AR 380-67, paragraph 2-200, the position wll
be designated as non-critical sensitive. This includes individuals who
are responsible for the direction, planning, design, operation, or
mai nt enance of conputer systens (hardware and/or software) and whose
work is technically reviewed by a higher authority of the ADP-I
category to ensure systemintegrity. Positions requiring this
desi gnation include mainframe/ m ni conputer operators, systens
programmers, hardware designers and devel opers, installation/activity
systens adm nistrators, network security officers, Infornmation
Assurance Security O ficers, password managers, auditors (of system
audit trails), and anyone else with root access privileges. Note:

I ndi vi dual s who use a conputer are not considered responsible for their
“operation” unless they neet the additional criteria described above.

(c) Non-Sensitive. Al individuals, who use a computer as an
adm ni strative tool, regardless of classification of data being
accessed, are performng ADP-111 type duties. However, only those

i ndi vi dual s who do not access classified informati on can be considered
for non-sensitive position designation. These individuals are “end
users” and do not have root access or perform conputer security-related
functions for their organi zation.

(5) Investigative requirenents will be determ ned based on the
position sensitivity. 1In addition to assessing an individual’s

11
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conmput er access privileges, AR 380-67, paragraph 3-101, reference 1b.
must be reviewed to determine if criteria other than the ADP category
require a nore restrictive position sensitivity designation. As an
exanpl e, an end user of an unclassified conputer system perfornms ADP-
Il type duties; however, if this individual is authorized access to
TOP SECRET information, the position nust be designated critica
sensitive

Page 11, paragraph 2-16e. Add subparagraphs (1) and (2).

(1) No waivers froma conmpleted security investigation will be
granted for any person being assigned to an ADP-1 position

(2) Wivers froma conpleted security investigation for persons
bei ng assigned to an ADP-11 or ADP-111 will be considered only if the
following conditions are net and included, in witing, in the request
for waiver to the DAA

(a) Al requested investigative docunentation has been
submitted to the appropriate investigative agency.

(b) A local files check has been conpl eted, and potentially
derogatory information is brought to the attention of the DAA in
writing.

(c) The first 0-5 I evel commander or civilian equivalent in
the chain of command of the individual has endorsed the decision, in
writing.

(d) The decision is documented and endorsed by the senior
security manager, in witing.

Page 11, paragraph 2-17. Add subparagraphs e, f and g after
subpar agraph d.

e. AMCM is the approval authority for granting access to al
foreign nationals and foreign representatives to AMC i nfornation
systems; all requests will be sent to HQ AMC, ATTN. AMCM with a copy
furni shed to AMCI O F.

f. No foreign national will be granted a waiver froma security
i nvestigation for access to any ADP-I, ADP-11, or ADP-1I11 position

g. U S persons (a foreign national with pernanent resident alien
status possessing a U.S. Governnent issued “green card”) will be
consi dered for waivers froma security investigation when seeking
access to unclassified information systenms, to include SBU

Page 11, paragraph 2-18. Add subparagraph d after subparagraph c.

d. Software Protection.

(1) Governnent-devel oped software will be protected per chapter 4,
AR 27-60 (Patents, Inventions, and Copyrights). The AMC Intell ectual
Property Law counsel should be contacted to determ ne disclosure
protection and patent ability for governnent-devel oped software.
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(2) Storage nedia will be kept in their protective jackets and
stored in the appropriate container according to the sensitivity of the
data stored on them

(3) Backup copies of sensitive data should al ways be maintai ned
and stored away from work areas. Backup copies of sensitive-but-
uncl assified (SBU) data nmust be protected in the sane nmanner as the
ori gi nal data.

(4) On multi-user systens, each user should maintain his/her own
storage nedia. Those data files maintained on the hard di sk should be
write-protected to avoid danage or mani pul ati on by ot her users.

Page 11, paragraph 2-19b. Add the follow ng at the end:

Al Ss that process only sensitive-but-unclassified (SBU) information
will use AMC Form 347 (Date) marked “THI S MACHI NE | S AUTHORI ZED FOR
PROCESSI NG SBU DATA. "

Page 11, paragraph 2-19c. Add the follow ng at the end:

For other protection levels (e.g., FOUO, Privacy Act, etc.), the
appropriate regulation will govern the markings used. Storage nedia
containing sensitive Privacy Act data will be marked “FOR OFFI Cl AL USE
ONLY — Privacy Act Data”. The protective jacket will also be
appropriately marked if the | abel on the storage nedia cannot be seen
when the nmedia is placed in its jacket.

Page 12 paragraph 2-19e. Add subparagraph f. through i. after
subpar agr aph e.

f. AMC activity commanders or their functionaries for AI'S security
wi |l establish |ocal procedures governing accountability control of
sensitive AIS input/output nedia. As a mnimum control will be per
current regulatory requirenents for handling FOUO and Privacy Act
i nformati on, as applicable.

g. Working papers. The following classified nedia nmay be treated
as wor ki ng papers.

(1) All nedia, with exception of TOP SECRET nedia, that are
tenporary in nature (retained for 90 days or less) and that stay within
the confines and control of the AIS facility. This includes nmedia such
as tapes and di sk packs that are used and updated at frequent
intervals. Even though the tape or disk pack may exi st as a physica
entity for nore than 90 days, the data or information is frequently
changed and new “medi a” created at each update. Top Secret nmedia will
contain all markings, declassification/downgrading instructions and
source of classification upon creation per AR 380-5, paragraph 7-304.

(2) Media received fromcustoners for processing that are returned
to that custonmer follow ng processing. This includes, but is not
limted to, coding forms and punch cards.

(3) Hard copy output froman autonmated system may be treated as

wor ki ng papers if the provisions of AR 380-5, paragraph 7-304, are
fol | owed.
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h. Record copies. The following classified media will be treated
as record copies or finished docunents.

(1) Any classified media, other than that described in g.(2)
above, that is being transferred to another AIS facility, unit,
installation, or activity, by other than electrical neans, e.g.
sending classified tape through the nmail to another activity. |In an
exanpl e such as this, the nagnetic tape will be shipped and a receipt
obt ai ned, using DD Form 3964 (Classified Docunent Receipt) as outlined
by AR 380-5. When the tape is introduced into the receiving activity,
it my be treated as a working paper if the applicable conditions (as
stated above) exist.

(2) Hard copy output and other nedia retained for nore than 90
days by any user or custoner. It is the responsibility of the user or
customer to control these nedia.

(3) Those nedia used exclusively within the AIS facility/DPA that
contain relatively permanent and unchangi ng data such as a magnetic
tape containing a classified operating system

(4) Al media described in (1) through (3) above will be assigned
downgradi ng or exenption instructions prescribed in AR 380-5.

i. Autonmmted computer-generated briefings are being used nore and
nore. Two of the advantages associated with this technol ogy are
portability and exportability. The use of a fewrelatively sinple
security precautions will usually counter the vulnerabilities:

(1) Al diskettes nmust be |labeled with the appropriate
classification of the briefing. Any diskette created in a sensitive
conpartnented information facility (SCIF) nmust be protected at the
hi ghest | evel of information stored on the equi pment on which it was
created. As an exanple, if an automated systemlocated in a SCHF
contains TOP SECRET information, all diskettes created on that piece of
equi pnent nust be | abel ed and protected at the TOP SECRET | evel .

(2) To reduce the possibility of inadvertently storing classified
i nformati on on an unclassified briefing diskette, the diskette should
be wite-protected prior to distribution

(3) Diskettes containing classified text will be handl ed and
mar ked per AR 380-5. Both the |abel on the diskette and its protective
j acket nust be appropriately marked.

Page 13, paragraph 2-23b. Add the follow ng at the end:

Comput er access tel ephone nunbers, Internet Protocol and Uniform
Resource Locator addresses will be designated and protected as FOUO

Page 14, paragraph 2-26. Add subparagraphs f through j after
subpar agr aph e.

f. Standing operating procedures (SOP) will address protection of
equi pment and information during off-site processing. Al governnment-
related work is the property of the U S. CGovernnent. Licensed software
copyrights will be strictly observed. Non-sensitive proprietary and
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sensitive-but-unclassified (SBU) information nmay be processed off-site
provided it is afforded protection from unauthorized use and
di scl osure.

(1) Resource asset handling and/or distribution prograns will not
be processed off-site without the approval of the MACOM or Arny Staff
(ARSTAF) functional proponent.

(2) Laptops used for processing SBU information will be marked
with SF 710 “UNCLASSI FI ED’ on the keyboard side of the computer

(3) Laptops designated for SBU processing under the provisions of
this policy will not be connected to any conputer or part of a conputer
while that systemis processing classified information.

g. The AIS security SOP will describe the additional security
requi renents for | aptop/portable conmputer, to include the follow ng.

(1) Authorization requirenments and responsibilities within the AI'S
concerni ng novenent/renmoval of Al'S equipnent.

(2) Docunentation requirements (e.g., use of property passes, hand
receipts, etc.) prior to renmoval of the equiprment and software fromthe
activity/installation.

(3) Specific security requirenents for safeguardi ng and storage of
equi pnment during periods of off-site processing.

(4) Protection of software, data, and output.
h. Laptop/ portabl e/ personal conputers in SClFs.

(1) Laptops or other portable conmputers, regardl ess of the
classification of the data processed, will not be allowed in and out of
a SCIF and shoul d not be procured/obtained for that environnent. Wen
the operational mission requires automation support for an individua
on official travel, prior arrangenments should be nmade with the site(s)
he/she is visiting for the required automati on support. For collatera
i nformati on processing, arrangenments should be made to use | aptops
outside the SCIF(s). For SCI processing, arrangenents shoul d be nade
to use conpatible AI'S processing capability available at the visited
SCI F(s) so that only software/data is transported. Exceptions to this
policy will be granted by the HQ AMC Special Security Oficer (SSO on
a case-by-case basis under the following criteria:

(a) Approval nust be obtained prior to novenment of the conputer

(b) The approval request nust include the accreditation date of
the AI'S and accreditation official for the conputer(s) involved.
Additionally, a statenent verifying prior approval fromthe visited SSO
or his/her designee is required.

(c) The laptop must be Gover nnent owned.

(d) Laptops with built-in nodens are not authorized to be

connected to any circuit within a SCIF. Laptops wi thout built-in
nmodens wi |l not be connected to a nbdemwhile in a SCIF.
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(e) Laptops nay not be operated within two neters of any red
processor components or netallic conductors, i.e., pipes, conduits,
wi res, cables, ducts, etc.

i. Program and/or data disk associated with the | aptop nmust be
| abel ed with the highest classification of the data contained therein
i ncludi ng the unclassified | abel when applicable. A diskette brought
into a SCIF will not be taken out unless the SSO or his/her designee
has verified that the |abel properly reflects the diskette's
classification. Any file encrypted with a non-NSA approved
cryptographic systemw || be considered classified to the highest
category of information processed within the SCIF. Unless the
encrypted file can be reviewed and certified by the I ASO or SSO as

uncl assified, the diskette will not be pernmtted to | eave the SCIF
except by approved courier. Files conpletely encrypted by an NSA-
approved cryptographic systemw || be considered unclassified when
encrypted and the COMSEC key is neither stored nor couriered with the
encrypted material. Storage nmedia containing software prograns and/ or
data files and information will, regardl ess of source of ownership, not

be renoved froma SCIF without the prior coordination and approval of
the user’s supervisor and the system | ASO

(1) \When equi pnent approved under these guidelines is renpved from
a secure area, it nust be kept under |ock and key when not in the
physi cal possession of the user. It shall be transported and stored in
a manner that affords security sufficient to preclude sabotage, theft,
or tanpering.

(2) To the maxi mum extent possible, cleared personnel wll do
| apt op conputer maintenance. In those instances where the cost of
obt ai ni ng cl eared mai nt enance personnel is prohibitive, mintenance may
be perforned by personnel not cleared provided the |aptop is used only
for processing sensitive-but-unclassified information. Unauthorized
repair or nodification of |laptops is strictly prohibited.

(3) The responsibilities of the SSO or designee consist of
ensuring that procedures are developed to carry out these guidelines.
It is not necessary for the SSO or designee to personally conduct al
the security checks prescribed. However, the SSO or his/her designee
must sign the certification that the | aptop has been decl assifi ed.

(4) These guidelines do not exenpt any equi pment fromthe entry or
exit checks required by Director, Central Intelligence Directive (DClD)
1/ 21, Physical Security Standards for Sensitive Conpartnmented
Information Facilities (U. Any diskettes or conputer equipnment not
approved for exit by the SSO or designee will be confiscated. |If found
during a random check, a security violation will be reported. The SSO
or designee may require additional safeguards where necessary.

j. The entry of privately owned tel ephones, pagers, answering
machi nes, and ot her comuni cati on devices into government workplaces is
di scouraged. Local standing operating procedures should explicitly
specify the policy for entry and use of privately owned el ectronic
comuni cation devices in government workpl aces.

Page 14, paragraph 2-27. Add subparagraphs g through mafter f.
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g. The follow ng types of incidents are considered energenci es and
will receive the highest priority when reported to RCERT and the AMC-
| APM

(1) Possible life-threatening activity
(2) Attacks on the Internet infrastructure, such as:
(a) Root nane servers
(b) Domain name servers
(c) Major archive sites
(d) Network Access Points (NAPs)
(3) Wdespread autonmated attacks against Internet sites
(4) Network Sniffers
(5) Router Attacks
(6) Root conpromn ses
h. An incident, which falls into one of the categories listed
above, will be reported telephonically to the RCERT at DSN 879-2482 or
commerci al (520) 538-2482, and the AMC | APM at DSN 767-3310 or
comercial (703) 617-3310 imediately. |In addition, to the tel ephonic
notification to the RCERT and the AMC | APM the reporting activity wll
al so submit a witten report to the RCERT and cc the AMC | APM using the
ACERT i ncident report form avail abl e at
http://ww. acert.belvoir.army.ml/franes.htm. Al email reports

submtted to HQAMC wi |l be forwarded to antio-f @qant.arny. ml,
anci o-i apm@qganc.arnmy.m| and jwi |l son-gall eher @qgant. arny. m

i. Incident reports will include, at a nmininmum the incident
severity (i.e. Inmediate, Priority or Routine). Al “immediate” and
“priority” incident reports, followon actions taken, and the fina
report will be submitted to the AMC | APM

j . The CONUS RCERT can be reached toll free at 1-800-305-3036; by
nonsecure fax comercial (520) 538-6809, DSN 879-6809 and uncl assified
email: rcert@gqasc.arny.ml. The Arny Network and Systens Operations
Center (ANSOC) Help Desk is |ocated on the Web at www. ansoc. arny. m |
and tel ephonically at DSN 879-6798, conmercial (502) 538-6798.

k. The European RCERT can be reached tel ephonically at DSN 380-
5232, commercial in Germany 0621-730-5232; outside (011-49) 0621-730-
5232; nonsecure fax commercial in Germany 0621-730-5252, outside
Germany (011-49) 0621-730-5252, DSN 380-5252; secure fax conmercial in
Germany 0621-730-5061, outside Germany (011-49) 0621-730-5061, DSN 380-

5061. The SIPRNET address is 5sig001@6nm .arny.sml.ml. Cassified
email: ur5srs@rmy.eucomic.gov; unclassified ensil
rcerte@agq. 5sigend.arny.nml. The nmailing address is Commander, 5TH

Si gnal Command ATTN: AFSE-1S (RCERT-E) APO AE 09056.
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I. The Pacific RCERT can be reached tel ephonically at DSN (315)
438-7999/ 1068, conmercial (808) 438-7999/1068. Unsecured fax DSN (315)
438-1817, conmercial (808) 438-1817. Unsecure emil for custoner
support: pacrcert @chafter-enh3.arny.nl. The mailing address is
Commander, 516TH Signal Brigade, ATTN. PACRCERT- TNOC, Fort Shafter
Hawai i 96858-5410

m The Korean RCERT may be reached via emil at
rcert @Qsfk. korea.arny. ml .

NOTE: Activities requiring access to the ACERT website to report
incidents are required to register their domain (.m| and .gov only) at
the ACERT. The organi zation point of contact should send an enmil to
acert@iwa. belvoir.army.m | and have the System Adm nistrator or Donmin
Name Server (DNS) Adm nistrator invoice the reverse |IP Look-up feature
on their server. After the preceding procedures are conpleted, the
activity will have the capability to report incidents to the CONUS
RCERT t hrough the ACERT website.

Page 15, paragraph 3-1. Add subparagraphs i through k after
subpar agr aph h.

i. The Commander, U.S. Arny Aviation and Mssile Command, will
function as the accreditation authority for all tel ecommunications AlSs
(TAI'S) operated by Test, Measurenent, and Di agnostic Equi pnent (TMDE)
units worl dw de.

j . AMC subordi nate commands that have activities |ocated in Europe
must ensure that those activities forward their accreditation packages
to the AMC- Europe Security O fice for approval. The AMC- Europe
Security Ofice is responsible for maintaining a conplete accreditation
inventory of all automated systens |ocated in Europe. This includes
those activities that have been given approval to accredit their own
systens.

k. The requirenents of the DoD 5200.40, DOD Information Technol ogy
Security Certification and Accreditati on Process (DI TSCAP), dated 30
Dec 97, will be met for AIS accreditation. To assist in using the
DI TSCAP, a Draft DI TSCAP Application Docunment (DoD 5200.40-M and a
DI TSCAP System Security Authorization Agreenent (SSAA) Automated Too
Prototype are avail able for downl oading at DI SA's Information Assurance
Support Environment (http://mattche.iiie.disa.ml).

Page 16, paragraph 3-3b. Add subparagraphs (4) through (5).

(4) Accreditation docunentation and risk acceptance statenents for
smal | conputers nay be consolidated by conputer type and organi zation
as long as the risk remains the same. Physical linmts of any single
AlS will be determ ned by the I AM after considering access controls and
processing requirenents. Designation of an entire building or floor is
di scouraged, except in particularly small |ocations. The intent of the
above is to permt multiple AlISs, with like risks and vulnerabilities,
to be accredited under a single accreditation. For exanple,
functionally simlar mcroconmputers used for SBU email throughout an
organi zati on may be accredited together. The conmputers may be | ocated
in different organizational elenments, separate buildings, or at
mul tiple locations. As long as all risks and vulnerabilities to the
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systenms have been identified and acceptabl e countermnmeasures are in
pl ace, one accreditation statenent may be used to accredit the

i ndi vidual AI'Ss. Appendix J provides the nmininmum accreditation
docunentation required in accordance with the DI TSCAP

(5) AMC contractors processing SBU infornation will provide a copy
of their security plan (per Public Law 100-235) to their contracting
of ficer.

Page 16, paragraph 3-4f. Add after |ast sentence:

The certification authority (CA), in accordance with the DI TSCAP, will
be appointed by the DAA. The CAis normally involved during the

mat eri al devel opnent phase for a systenis generic accreditation

(DI TSCAP phases 1, 2, and 3), not during a systenis operationa
reaccreditation (DI TSCAP phase 4). The duties and responsibilities of
the CA during each DI TSCAP phase are outlined in the DI TSCAP
Appl i cation Document.

Page 16, paragraph 3-5d. Add subparagraphs (1) and (2).

(1) Al security plans requiring higher headquarters approval wll
contain a statement on the forwarding letter that the next |ower |eve
accreditation authority has reviewed the package and recommends
approval. This applies to those systens which process SIOP-ESI, SCl
and SAP dat a.

(2) Those systens that process SCI will contain a signed
coordi nation fromthe local |1 ASO of the SCIF. Accreditation docunents
will then be forwarded through command channels to HQ AMC, ATTN:. AMCM .

Page 16, paragraph 3-5d. Add subparagraph e after subparagraph d.

e. Al AlSs that operate under the AMC-approved operationa
accreditation will be labeled to indicate the classification |level at
whi ch they are approved to operate.

Page 17, paragraph 3-7. Add the following at the end of the first
sent ence.

For all accreditation or reaccreditation approved at the MSC/ SRA | evel,
the IAMwill forward a copy of the signed DAA approval letter to
HQ AMC (AMCI O-F) .

Page 17, paragraph 3-8a(2). Add the followi ng at the end:

The Commander, AMC, will appoint the Chief Information O ficer, HQ AMC,
as the designated accreditation authority (DAA) for all Top Secret and
bel ow col | ateral systenms operating in the dedicated, systens high, or
conpartnment ed security nodes. Commanders/directors of MSCs and
Separate Reporting Activities (SRAs) are del egated Top Secret and bel ow
accreditation and reaccreditation authority within their conmands with
the authority to delegate as required within the limts of AR 380-19.

Page 18, paragraph 3-8a(4). Add the followi ng at the end:

MSC commanders, SRA commanders/directors (Mlitary rank of 06 and above
or civilians GwW 15/ GS-15 or above) are del egated desi gnated approving
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authority (DAA) for Top Secret and bel ow col |l ateral system
accreditations. The AMCM is del egated accreditation authority for
TS/ SCI systens which process in the dedicated node.

Page 18, paragraph 3-8a. Add subparagraphs (5) through (6) after
subpar agraph (4).

(5) Installation/activity AMs will review accreditation packages
for accuracy and content prior to forwarding to the accreditation
authority. Those installations/activities requiring accreditation
approval at HQ AMC wi Il forward their accreditation packages to HQ AMC,
ATTN. AMCIO-F. All packages sent to AMC for approval will contain a
statenment on the forwarding letter confirm ng the subordinate
accreditation authority at the lower |evel has reviewed the package and
recommends approval .

(6) For contractor-owned, contractor-operated (COCO and Gover nnment
owned contractor-operated (GOCO facilities, the approval authority
will stay within the Arny.

(a) If personnel of the rank of LTC, GW 14/GS-14 or above head
the contractor facility, that individual can accredit sensitive-but-
uncl assified Al'S systens (del egation nust be in witing).

(b) If the facility has an Army contractor representative only
at the site, the appropriate AMC DAA shoul d approve the accreditation.

(c) If the governnment facility is headed by personnel of the
rank of LTC, GW 14/ GS-14 or above, that individual can accredit
sensitive—but-uncl assified systens.

Page 19, paragraph 3-11. Add paragraphs 3-12 and 3-13 after paragraph
3-11.

3-12. Contractors processing Special Access Program (SAP) information
DSS approval to operate a classified AIS facility | AW N SPOM and NI SPOM
Suppl erent al Gui dance, to include processing of SAP infornmation
satisfies Arnmy/ AMC accreditation requirenents. This policy should not
be construed to nmean that additional Information Assurance requirenments
beyond those required by the N SPOM Nl SPOM Suppl enent and/ or DSS cannot
be levied on a contractor. The specific additional requirenments nust

be a part of the contract docunentation.

3-13. Arny facilities processing SAP information

Any system that processes SAP data nust be accredited. Accreditation
docunentation normally will not contain any SAP information. Per AR
380-381 (Special Access Prograns (SAPs)), the accreditation
docunentation will be forwarded through the security office of the
command owni ng and operating the conputer to the appropriate
accreditation authority. |If the accreditation docunentation does
contain SAP information, the package nmust be forwarded to the
appropriate accreditation authority through SAP channel s.

Page 19, paragraph 4-1. Add subparagraph m after subparagraph I|.

m Use of secure tel ephones (e.g., STUIII, STE, etc.) and
accredited mcroconputers to transmt classified information —
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(1) A STU-1IIl may be used to transnmit classified data to another
STU-I1l. Both STU-I1ls nust be keyed to the highest |evel of
informati on to be passed between them (i.e., to pass SECRET data, both
STU-11ls nmust be keyed to the secure SECRET |evel). The vulnerability
exi sts that higher level information could inadvertently be passed
between the STU-111s because there are no checks to determ ne the
classification of data. The operators/users nust be aware of this
vul nerability and ensure that the data transmtted is classified no
hi gher than what the STU-Ills are keyed to transnit and receive.

(2) Both conputers connected to the secure tel ephones nust be
accredited at the highest |evel of classification of information to be
transmtted. |If the personal conputers (PC) are currently accredited
as stand-al one, the systens will require reaccreditation to address
communi cations security.

(3) Prior to transmtting classified information to another PC
accreditation statements nmust be provided to the various participants.

Page 20, paragraph 4-3c. Add subparagraph d after subparagraph c.

d. Facsimle equipnment: Comunication protection is waived for
the transm ssion of SBU information, to include "FOR OFFI Cl AL USE
ONLY, " on facsim | e equi pment when:

(1) The sender or receiver is on TDY and is a nenber of the Arnmed
Forces, a federal enployee, or a government contractor, and an
aut horized facsimle is not conveniently |ocated.

(2) Use of commercial facsimle facilities must be linmted to those
transm ssi ons consi dered necessary to the conpletion of the m ssion

(3) The procurenent of Data Encryption Standard (DES) equi pped or
DES- conpati ble facsim|le machines is not required for transm ssion of
SBU i nformation. Specifically, DES is not required for the
transm ssion of time-sensitive information in the formof letters,
menor anda, information papers, reports, etc.

Page 20, paragraph 4-4d. Add subparagraphs (4) through (7) after
subpar agraph (3).

(4) Conmunication with maintenance personnel to coordinate their
activities and provide instruction.

(5) Conmunications with manufacturing personnel to provide
instruction to start, stop, energize, reenergize, and adjust equipnrent.

(6) Transmission of traffic control information for reporting of
acci dents, congestion, etc.

(7) For guard forces (non-mlitary), DES-equipped radios are
required only at AMC installations or activities where the |ocal threat
anal ysis has identified the need, or when the forces are involved in
operations which justify the use of such equi pment. Wen DES-equi pped
radios are required and are not available for these purposes, guard
forces may not purchase commercial encryption equipnment wi thout
obtai ning prior approval from HQ AMC, ATTN. AMCM .
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Page 20, paragraph 4-4d. Add subparagraph e. after subparagraph d.

e. Prior to turn-in of radios (nobile, hand-held, base station
etc.), it is required that all radio frequencies be renoved (crystals)
or deprogramred (digital). Personnel responsible for radio maintenance
or other appropriate/authorized personnel w Il docunent certification

Page 20, paragraph 4-5a. Add the followi ng at the end:

The authority to approve/accredit protected distribution systens (PDS)
is the sane as that delegated to accredit automated systens. It is
valid for both voice and data systems that process classified
information. For data systens that have an associ ated PDS, the
approval process will be handled at the same tine as the accreditation
of the system

Page 21, paragraph 5-3d(1). Add the followi ng at the end:

The Foreign Intelligence Oficer (FIO of the organization conpleting
ri sk assessment (or the FIO at the next higher echelon, if no FIOis
avail able locally) will be contacted to seek current information
concerning these threats or threat agents.

Page 21, paragraph 5-3. Add subparagraph i after subparagraph h.

i. The short-formrisk assessnent included in appendi x K nay be
used for small conputer and m ni conputer systens. Contracting-out this
service or procurenent/| ease of software is not permtted w thout
written approval from HQ AMC, ATTN: AMCI O F.

Page 23, Appendix A, Section | Required Publications. Add the
foll owi ng reference:

DOD 5200. 40
DOD I nformati on Technol ogy Security Certification and Accreditation
Process (DI TSCAP)

Page 23, Appendix A, Section Il Related Publications. Add the
foll owi ng references:

DODD 5500. 7
St andards of Conduct

AMCR 25-1
El ectroni ¢ Mai

AR 18-22
Arny Inventory of Data Systens (AlDS)

AR 27-60
Pat ents, Inventions, and Copyrights

AR 190- 45
Mlitary Police Enforcenment Reporting

AR 1-39
Def ense Supply Service-Washi ngt on
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AR 420-90
Fire Protection

AR 710-2
Supply Policy Bel ow t he Whol esal e Leve

DA Pam 25-1-1
Installation Informati on Services

Page 24, Appendix A, Section IIl. Add the foll ow ng:

AMC Label 350
NONSENSI TI VE

Page 25, Appendi x B, paragraph B-1. Add the follow ng at the end:

Most Federal Governnent comruni cati ons systens are not secure

Enmpl oyees shall not transmt classified information over any

comuni cation systemunless it is transmtted using approved security
procedures and practices (e.g., encryption, secure networks, secure
wor kstations). In addition, enployees shall not release access

i nformati on, such as passwords, to anyone unless specifically
authorized to do by the IAM Enpl oyees shoul d exerci se extreme care
when transnmitting any sensitive information or other val ued data.
Information transmtted over an open network (such as through unsecure
email, the Internet, or tel ephone) may be accessible to anyone el se on
the network. Information transmtted through the Internet or by enumil,
for exanmple, is accessible to anyone in the chain of delivery.

Internet informati on and emai|l nessages may be re-sent to others by
anyone in the chain.

Page 25, Appendi x B, paragraph B-2. Add the follow ng at the end:

Supervisors are responsi ble for adnoni shing enpl oyees for using the WAW
for other than official business. Supervisors may request DO M
assistance in controlling WAW use for other than official business and
aut hori zed personal use. Supervisors’ seeking WWVuse gui dance shoul d
use AMC Policy Menorandum #97-08 with change 1

Wthin AMC, a waiver (MEMORANDUM 13 Feb 96, HQ AMC, AMCM, subject:
Exception to Policy for Encryption of Unclassified-Sensitive 2 Data),
has been approved to transmt the foll owi ng categories of SBU data:

| ogi stics, nedical care, personnel managenent, Privacy Act data,
contractual data, and "For Official Use Only" information. Information
NOT i ncluded is SBU informati on which involves intelligence activities,
i nvol ves cryptologic activities related to national security, involves
conmand and control of forces, is contained in systems that are an
integral part of weapons systens, and is contained in systens that are
critical to the direct fulfillment of military or intelligence

m ssions.

Page 25, Appendi x B, paragraph B-5. Add the follow ng at the end:

Al'l AMC organi zati ons operating and/or maintaining a bulletin board,
ftp server, web server, etc., utilized by any Arny organization
including the originating elenment, will obtain approval to operate the
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bulletin board, ftp server, web server, etc., fromHQ AMC, ATTN. AMCI O
F. Content of the requesting docunent will include —

(1) Actions taken to prohibit unauthorized users from uploading to
the bulletin board, ftp server, web server, etc.

(2) Techniques enployed to ensure that software being introduced
into a bulletin board, ftp server, web server, etc., have undergone
exam nation for contamination, i.e., code has been exani ned, software
has been tested against a reputable virus detection program etc.

(3) Methods used to ensure that acquired software for use on the
bull etin board, ftp server, web server, etc., do not evoke |legal or fee
requi renents.

Web server software and the software of the underlying operating system
shall contain all nanufacturer recommended patches. Sof t war e

pat ches/fixes will only be applied by the SA in conjunction with the

| ASO and/ or other appropriate personnel

Page 27, Appendi x D, paragraph D-8. Add subparagraph g:

g. Wien applicable, a conpleted MOA for use of a privately owned
conputer will be attached.

Page 30, Appendix G Add to both subparagrapghs G la(2) and page 31
G 2a(2).

A waiver fromthe use of C2 Protect tools by SAs to periodically review
system security may be granted if one of the follow ng conditions
apply:

(a) The AIS uses an operating systemthat has no associ ated tools.
(b) The cost of porting the tools is prohibitive.

(c) The system already has functionally equivalent tools installed
and in use.

(d) The 1 ASO has performed a Ri sk Assessnment and the DAA has made
a deternmination that the use of the tools would not substantially
reduce the risk to the system

(e) Existing centrally fielded systens that are configuration-
managed by an organi zati on other than the operating organization will
be exempt. In this situation, the operating organization will use the
appropriate nmethod to notify the configuration nanager of AMC s
requi renent to have the appropriate tools | oaded and used to revi ew
system security.

Page 32, Appendix G Add to end of paragraph G 4a.

Al'l requests for CDAPs will be sent through the AMC chain of command to
HQ AMC, ATTN. AMCI O F.

Page 33. Add Appendi xes H through K
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The proponent of this supplement is the U S. Arny Materi el Comuand.
Users are invited to send comrents and suggestions for inprovenment on
DA Form 2028, (Reconmended Changes to Publications and Bl ank Forms) to
t he Commander, USAMC, ATTN. AMCI O, 5001 Ei senhower Avenue, Al exandri a,
VA 22333-0001.

FOR THE COMVANDER:

OFFI CI AL: CHARLES C. CANNON, JR
Maj or General, USA
Chi ef of Staff

CAROLYN GEBRE
Acting Chief, Printing and
Publ i cati ons Branch

DI STRI BUTI ON:

Initial Distr H (45) 1 ea HQ Acty/Staff O c
B-Di stribution (32)

AMCI O 1 - SP (St ockroom) (50)

AMCI O A (25)
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APPENDI X H

MEMORANDUM OF AGREEMENT
BETVEEN

(The Information Assurance Manager and the Individual)
SUBJECT: Information Assurance - Use of Privately Omed Conputers

1. Purpose. The purpose of this memorandumis to outline the
responsi bilities of managenent and the owner of a privately owned
conmput er when the privately owned conmputer is to be used for the
performance of official duties.

2. References.
a. AR 380-19, Information Systens Security, 27 February 1998.
b. AR 25-1, Arny Infornmation Resources Managenent Program Chpt 5.
c. AMC Supplenment 1 to AR 380-19, Information Systems Security.

3. Intent. The intent of this membrandumis to provide a clear

under standi ng of the responsibilities and liabilities involved in
allowi ng the use of privately owned personal conputers for the
performance of official duties. Before a privately owned conputer can
be used, the conputer nust be approved in accordance with (I AW AR 25-
1, chapter 5, and conply with all provisions of AR 380-19 to include
accreditation.

4. Scope. This menorandumwill outline the responsibilities of both
managenment and the owner of the privately owned conmputer. Upon
signature by the owner and the Informati on Assurance Manager, it is
inmplied that use of the privately owned conputer for the perfornmance of
official duties is necessary and will be of benefit to the

or gani zati on.

5. Under st andi ngs, agreenents, support, and resource requirenents.

a. The privately owned conputer will only be used in a stand-al one
configuration, unless specifically approved for comunication by the
accreditation authority.

b. Only supplies already in the installation supply system nay be
used. It is understood that the individual will not be reinbursed for
t he use of his/her own supplies.

c. Al information processed on the conputer becones the property of
the organi zation for which it is produced and will be marked
accordingly.

d. The privately owned conputer will not be used for on-site
processing until an accreditati on has been conpl eted and approval to
operate obtained | AW AR 25-1, chapter 5.
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e. Classified defense information will not be processed on the
privately owned conputer; only sensitive-but-unclassified information
may be processed.

f. The owner of the conmputer waives all rights to claimconpensation
when performng official duties on the conputer.

g. The privately owned conputer nust be registered with the | AM
This registration will include equi prent nake, nodel, serial nunber,
user nane, telephone extension, and |ocation, and may be used as an
i dentification pass when noving the conputer in and out of the
bui I di ng.

h. The user of the privately owned conputer will be designated as an
automated i nformati on system (Al'S) | ASO.

i. Al privately owned conputer equi pnment brought onto governnent
property will be at the risk of the owner. The governnment will not be
held liable for loss or destruction of any such conputer equipment.

j. The owner of the conputer is responsible for its physica
security.

k. Media on which information is processed on a privately owned
conput er nust be conpatible with existing resources. Oficial file
copi es nust be on a nediumwhich will last for the retention period of
the files as specified in AR 25-400-2 (The Mddern Arny Record Keeping
System ( MARKS) ) .

. Government funds will not be used to purchase hardware
accessories or software for privately owned conputers.

m For those privately owned conputers already in place in the
of fice environment, paragraphs 5.a. through |I. of this nenorandum of
agreenent (MOA) apply.

6. Effective Date. This agreenent will be in effect when signed and
dated by both the individual and the IAM It will be reviewed in
conjunction with reaccreditation of the AIS to which the individual's

equi pment has been assigned or upon any changes to the conditions
specified within this MOA

(Signature of Individual) (Signature of | AM

( Dat e) ( Dat e)

H-2
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APPENDI X |
CERTI FI CATI ON, ACCREDI TATI ON AND REACCREDI TATI ON

Systens that had begun operational accreditation under AR 380-19 or
were fully accredited prior to the promul gation of the DI TSCAP use
requi renent by HQ AMC on 9 June 1999, renmin valid. Each new C&A
effort as well as reaccreditation will follow the DI TSCAP procedures.
For additional DI TSCAP information, please refer to the DI SA

I nformati on Assurance Support Environnment at
http://mttche.iiie.disa.m!|. To access this site, one has to have
either a .ml or .gov informati on systenms account.
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APPENDI X J
M NI MUM ACCREDI TATI ON DOCUMENTATI ON REQUI RED

(DOD I nformati on Technol ogy Security Certification and Accreditation
Process (DI TSCAP), DODI 5200.40, Decenber 30, 1997)

System Security Authorization Agreement (SSAA) Qutline

The SSAA is a |living docunment that represents the fornal agreenent
anong the DAA, the CA, the user representative, and the program

manager. The SSAA is devel oped in phase 1 and updated in each phase as

the system devel opnent progresses and new i nformati on becones

available. At mninmum the SSAA should contain the information in the

foll owi ng sanple format:

M SSI ON DESCRI PTI ON AND SYSTEM | DENTI FI CATI ON
1.1. Systemnane and identification.
1.2.
1.3.

System descri ption.

Functi onal description.

1.3.1. Systemcapabilities.

Systemcriticality.

Classification and sensitivity of data processed.
System user description and cl earance |evels.
Life cycle of the system

.6. TCSEC/ Commmon Criteria

st em CONOPS Sunmmary.

W LW w o
oA wN

1
1
1.
1.
1
1.4. S

ENVI RONMENT DESCRI PTI ON
2.1. COperating Environnent.
2. 2.

2. 3.

Sof t ware devel opment and mei nt enance environnent.
Threat description.

YSTEM ARCHI TECTURAL DESCRI PTI ON

Har dwar e.

Sof t war e.

Fi r mnar e.

Systeminterfaces and external connections.
Data fl ow (including data fl ow di agrans).
TAFI M DGSA, security view.

Accreditation boundary.

S
3
3.
3.
3
3
3
3

NooRrwNR

TSEC SYSTEM CLASS

I nterfacing node.

Processi ng node.

Attribution node.

M ssion-reliance factor.
Accessibility factor.
Accuracy factor.

I nformati on categori es.
System cl ass | evel.
Certification analysis |evel.

S I
OO ~NOUITh WN P
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YSTEM SECURI TY REQUI REMENTS

Nati onal and DOD security requirenents.

Governi ng security requisites.

Data security requirenents.

Security CONOPS.

Security policy

Net wor k connection rul es.

5.6.1. To connect to this system

5.6.2. To connect to the other systens defined in the CONOPS.
Configuration and change managenment requirenents.
Reaccredi tation requirenents.

S
5
5.
5.
5
5
5

QU AW E

5.
5

N

6. ORGANI ZATI ONS AND RESOURCES
6.1 Identification of organizations.
1.1. DAA
1.2 Certification Authority.
1.3 Identification of the user representative.
1.4. ldentification of the organization responsible for the
e
1.5

ystem

Identification of the program manager or system nanager
esour ces.

.2.1. Staffing requirenments.

6.2.2. Funding requirenents.

Training for certification team

Rol es and responsibilities.

Ot her supporting organi zations or working groups.

2PoL 2000

° oo
oA w

7. DI TSCAP PLAN
7.1. Tailoring factors.

7.1.1. Programmatic considerations.

7.1.2. Security environment.

7.1.3. |IT systemcharacteristics.

7.1.4. Re-use of previously approved sol utions.
7.1.5. Tailoring summry.

7.2 Tasks and ni |l est ones.

7.3 Schedul e sunmary.

7.4. Level of effort.

7.5 Rol es and responsibilities.

8. APPENDI CES

8.1 Appendi x A Concept of Operations D agram

8.2 Appendi x B Threat Statenent

8.3 Appendi x C Har dwar e/ Sof t ware Environnment

8.4. Appendix D ITSEC System Cl ass

8.5. Appendix E Certification Analysis Leve

8.6 Appendi x F Verification Phase Certification Tasks

8.7 Appendi x G Validation Phase Certification Tasks

8.8. Appendi x H Techni cal and Non-Technical Security
.9. Appendix | Certification Team nenber Rol es and

Respon5|b|I|t|es

J Tasks and M| est ones

8 K Schedul e Summary

8.12. Appendi x L SSAA Rol es and Responsibilities
8.13. Appendi x M Appoi ntrent Orders

8.14. Appendi x N Standi ng Operating Procedures
8.

E

8.10. Appendi
.11.  Appendi

X X X X X

15. Appendi x O Technical Security Configurations of Devices
nforcing a Security Policy
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8.16. Appendi x P Configurati on Managenent Pl an
8.17. Appendix Q Results from Verification Phase Certification

Anal ysi s

8.18. Appendi x R Ri sk Managenent Revi ew

8.19. Appendix S Certification Test/Plan Procedures

8.20. Appendix T Certification Results/Recommendati ons

8.21. Appendi x U Wiivers

8.22. Appendix V Accreditation Statenment
Opti onal appendi xes may be added to neet specific needs. |Include al
docunentation that will be relevant to the systens’ C&A

Acronym | i st

Definitions

Ref er ences

Security Requirenents and/or Requirements Traceable Matrix
System Rul es of Behavi or

Conti ngency Pl an(s)

Security Awareness and Training Plan

I nci dent Response Pl an

Menor anduns of Agreenent - System I nterconnect Agreenents
Appl i cabl e System Devel opment Artifacts or System Docunentation
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APPENDI X K
M NI MUM CRI TERI A FOR CONNECTI ON TO AMC NETWORK | NFRASTRUCTURE

1. This appendix outlines the process to be taken by the CIO prior to
granting connection to the network infrastructure. Figure 1
illustrates the nmethodol ogy for granting connection to the AMC network
i nfrastructure.

REVI EW
TENANT
ACCREDI TA- VERI FY TENANT
TION CONFI GURATI ON
PACKAGE (SCAN THE
NETWORK)
A
IS
A 4 | NFORVATI ON
SUFFI CI ENT?
EVALUATE
ACCREDI TATI ON
PACKAGE
| NFORNVATI ON
NO
REQUEST

ADDI TI ONAL

| NFORVATI ON |«

FROM TENANT

Fi gure 1.

Met hodol ogy for Granting Connection to the AMC Network Infrastructure

1.1 The Arnmy Materiel Command Authority. The AMC installation ClO
will maintain full control and exercise authority over the installation
backbone/ LAN connections. The installation |AMis a nenber of the
installation ClO staff.

1.2 Tenant Criteria. Any AMC or non-AMC tenant comrand nust adhere to
the foll ow ng:

a. The tenant will provide a description (i.e., pictorial and
narrative) to the ClO of the tenant network being connected. This
description will show the | P addresses assigned to each hub, bridge,
router, and switch connected to the network and all external
connections (e.g., dial-up to internet providers or access for renpote
users) and their locations. Additionally, the description should
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strive to associate |IP subnetworks to physical segnents for hub
switches, etc. Any system updates or changes to the tenant network
will be provided to the CIO for approval/incorporation into the

i nstallati on map.

b. The tenant activity will provide a copy of the accreditation
package signed by the activity’'s equivalent DAA to be kept on file by
AMC. This package should consist of the follow ng docunents:

(1) Certification Statenent.

(2) Certification Report of Findings (CROF)

(3) Certification Evaluation Report (CER)

(4) Security Ri sk Managenent Revi ew ( SRMR)

(5) System Security Requirenments Specification (SSRS)
(6) Certification Appointnent Letter

(7) Certification Plan

c. Each document is supported by analysis and evi dence contai ned
in the precedi ng docunent.

(1) The CROF is the “top level” certification docunent, where
the recommendation to either use the systemor not is made. The CROF
links the results of the CER to the vulnerabilities discussed in the
SRVMR; the intended audience is the DAA. In contrast, the CERis nore
technical in nature and contains the actual data and forns the
foundation for certification.

(2) The SRMR addresses the risks, vulnerabilities, and
possi bl e counternmeasures of the entire system The SRMR is the
“l'iving” docunment that changes as the residual risk in the systemis
reduced as the System and Security engi neers inplement countermeasures.

(3) The SSRS is produced by the System and Security Engi neer
for the system under devel opment. The SSRS is the basis for
certification because it tells which security requirenents are |evied
agai nst the system and is included in the Certification Package for
reference.

(4) The Certification Appointnment Letter is witten by the
DAA appointing the Certification Authority who oversees the day to day
activity of the evaluation.

(5) The Certification Plan sets forth the goals and
procedures for achieving certification/accreditation for the system

d. By building on the previous docunent, this ensures a “bottom
up” approach to accreditation.

e. The tenant activity will imrediately notify the Cl O of
significant or security-related changes to the network or externa
connectivity.

1.3 Conpliance with the Criteria. After negotiations, the AMC
installation ClO and the tenant organization will sign a nenorandum of
agreenent (MOA) for the specific conditions allow ng the tenant to
connect to the network infrastructure. By signing the MOA, the

organi zation’s connection to the infrastructure network constitutes
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consent to announced and unannounced verification of security features.
Met hods of verifying security features include automated vul nerability
scanni ng, nodemidentification scanning, and physical inspection. These
scans are not to be an attack on the network, but will be a norma

probe to check for conpliance with the connection evi dence provided and
described in paragraph 1.2. The procedure to obtain connectivity to
the AMC network infrastructure includes the foll ow ng procedures.

Tenant subnmits an Accreditation Package
Cl O eval uates the package for conpl eteness
Cl O and Tenant enter into MOA negoti ations
MOA i s signed

MOA ternms are verified

Architecture adjustments are nmade

ClO verifies conpliance

Q "0 Q0O TD

1.4 Result of Non-conpliance. Failure to conply with this security
policy, ARs, and/or DOD nmenoranduns may result in disconnection from
the network infrastructure. Refer to AR 380-19, paragraph 1.6f for host
installation and tenant requirements. The AMC Cl O makes the fina
deci si on.

1.5 GCeneral Network Security Standards for Interconnection Devices.
The foll owi ng paragraphs outline m ninum security practices concerning
i nt erconnecti on devices (routers, bridges, switches, and nodens).

These devi ces connect LANs to LANs, LANs to WANs and LANs to renote
devices. The AMC CIOwi |l ensure, as a mninmm the follow ng security
practices are enployed by the tenant activity.

a. Passwords. Passwords are the first step in controlling access
to devices on a network. Passwords force users to identify and
aut henticate thenselves. The follow ng password criteria nust be net:

(1) Al devices will be password protected.

(2) Al default passwords will be changed.

(3) Al known unsecure user nanmes and passwords will be
renoved.

(4) Accepted password creation (e.g., password generators,
user-defined 8-character password with upper/lower case,
al phanuneric, special characters, etc) will be enployed to create
passwor ds.

(5) The I1ASO or IANO will record the passwords used on
comuni cati on devices and store themin a secure or controll ed
manner .

(6) The 1ASO or 1ANO wi || change the password i medi ately and
restrict by IP address if in-band or renote management is required.

b. Device Managenent. Before adding a device to the network
the following criteria nust be net:

(1) Devices will be managed through direct connection or
approved secured connection procedures.

K-3
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(2) The use of renote managenent will be limted to enmergency
situations or on a case-by-case basis.

(3) Image files |oaded via the trivial file transfer protoco
(TFTP) process will be protected fromcorruption and checked on a
nmont hly basis. The use of Transm ssion Control Protocol (TCP) Wappers
will restrict access.

(4) Conmunication will be restricted between devices and the
TFTP server to known authorized | P addresses.

(5) Digital signatures or encryption, if available, will be
used on the devices supporting Sinple Network Management Protoco
( SNWVP) .

(6) Al ports except those needed to support the mssion wll
be di sabl ed.

(7) Al changes regarding settings and enhancements will be
audi ted and recorded.

c. External Circuits. External circuits are connections to the
network by either AMC or non- AMC tenant conmands. The foll ow ng
criteria nust be net:

(1) Al external connections will be validated and approved
prior to connection. Efforts will be nmade to prevent unauthorized
external connection to the network

(2) The I ANO shall keep all infrastructure diagrans updated
to show all external connections before actually connecting them
These di agrans shoul d be based on a physical or automated inspection of
t he network.

(3) Al undocunented network connections di scovered during
any inspection will be investigated. Unjustified connections will be
di sconnect ed.

(4) Renpte access will be secured by Term nal Server Access
Control System (TSACS) or an equival ent.

d. Access Control. Access control is necessary to prevent
unaut hori zed access by identifying and authenticating users. After a
user is identified and authenticated, access control will allocate the

assigned privil eges/ accesses assigned by the SA. The follow ng
criteria nust be net:

(1) Access control lists will be established to restrict
traffic to and fromonly authorized addresses.

(2) Disable the IP alias commnd option

(3) Ensure only required protocols are accepted at the
router.

(4) Locate interconnection devices within controlled access
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ar eas.
(5) Establish and maintain IP filtering

e. Audit. An audit records user access into a system and al
actions taken by the user. Audit logs will enable an SA to accurately
trace a user’s path through the network or system including files
accessed, nodified, and/or deleted. Audits also record any attenpted
access nmade by unaut horized users.

(1) Inplenment appropriate audit related functions in
conjunction with an audit repository system

(2) Review audit logs on a periodic basis, not to exceed one
week.

1.6 Use of the AMC Network. To preclude poor operational or security
practices by the tenant organization inpacting the AMC infrastructure,
the tenant activity will ensure the following information is

i ncorporated within their standing operating procedure (SOP) and/or
Security Policy (SP). This information should be used to augnent, not
repl ace, existing docunents.

1.6.1 Acceptable Use of the Network Resources. It is acceptable for
aut hori zed user of the network to:

a. Load and execute software applications purchased with
government funds, or devel oped and tested specifically for the
governnment, or legally licensed to the governnment for official use.

b. Use the network to access and use Internet resources for
pr of essi onal devel opnent purposes, subject to ensuring that prinmary
duties and m ssion are acconplished.

1.6.2 Unacceptable Use of the Network Resources. It is unacceptable
for anyone to:

a. Attach network conponents to the network (e.g., network
interface cards (NIC), network printers, single nodens, and networkable
facsimles, etc.) without notifying the SA/ I ANO

b. Access accounts or resources not required in the performance
of normal duties specifically granted by the owner or |ocal |ASO.

c. Attenpt to ‘crack’ passwords to gain access to any network
resource.

d. Attenpt to browse information for which a need-to-know does
not exi st.

e. Disrupt service to other network resources.
f. Share passwords with other users.

g. Violate the copyright or license agreenent of any software.
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1.6.3 Restricted Use of the Network Resources. The follow ng user
restrictions apply for access to network resources:

a. User access is restricted on a “need-to-know basis. The use

of passwords and perm ssions will enforce this policy.
b. I nbound connection requests (requests from conputers outside
of the AMC network) will be restricted. This includes connection via a

renote connection (nodens or other Internet Service provides from hone
or while on travel status). The I ANO reserves the right to refuse
connection to any violators.

c. Anonynpus access to global infornmation services will be
granted ‘read only’ privileges except as designated by the NSO

d. Al software and files down-| oaded from non-governnment
sources via the Internet (or any other public network) nust be screened
with virus detection software. This screening nmust take place prior to
the files being run or exam ned via anot her program such as word-
processi ng packages.

1.7 Authorization to Grant and Terminate Access to Services. The

| ASOs are authorized to grant and term nate access to AMC network
services physically contained within their directorate. The |ASCs wil |
notify the AMC network center when access is to be terminated or

grant ed.
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Page 34, G ossary, Section |I. Add the follow ng acronyns:

CA
Certification Authority

clCc
Corporate Information Center

clo
Chief Information O ficer

COCO
Cont ract or - owned, Contractor-operated

COooP
Continuity of Operations Plan

DI TSCAP

DOD I nformati on Technol ogy Security Certification and Accreditation
Process (DoDlI 5200. 40)

DSS
Def ense Security Service

FO A
Freedom of I nformati on Act

FSP
Facility Security Profile

GOCO
Gover nment owned, Contractor-operated

| DS
I ntrusion Detection System

MDEP
Management Deci si on Package

MEVA
M ssi on Essenti al/Vul nerabl e Area

occ
Operations Center Col unbus

RDT&E
Research, Devel opnent, Test, and Eval uation

SBU
Sensi tive-but-Uncl assified

SRA
Separate Reporting Activity

SSAA
System Security Authorization Agreenent

G ossary-1
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TAI S
Tel ecommuni cations AlS

TNVDE
Test, Measurenent, and Di agnhostic Equi pnent

Page 35, G ossary, Section Il. Add the follow ng ternmns:

Aut omat ed Data Processing (ADP) facility

An ADP service center designed, built, or installed specifically to
provide centralized ADP services. Normally, the ADP facility is
identified with a TDA, TO&E fixed site, or nmobile site that provides
required services for data automati on support. Typical ADP facility
staff managenent functions are planni ng, budgeting, security, training,
Al S operations, systens analysis, and progranmnm ng.

Certification Authority (CA)

The official responsible for perform ng the conprehensive eval uati on of
the technical and non-technical security features of an IT system and
ot her safeguards, made in support of the accreditation process, to
establish the extent that a particular design and inplenentation neet a
set of specified security requirenents.

Corporate Information Center (ClC)

An AI'S operation office/organization primarily responsible for the
Informati on M ssion Area (I MA) program whi ch enconpasses aut omat ed

i nformati on systens, conmuni cation, visual information, libraries, and
records managenent for an installation or specific geographic area.

Corporate Information O ficer (ClO
The directing authority of the CIC

Data Processing Activity (DPA)

An Al S operation distributed to a functional user that does not provide
the support services of an ADP facility or supports users outside the
principal office. Wthin AMC, the | AM may define a DPA as any room or
facility containing Al'S equiprment and/or storage media or may define a
DPA based upon organi zational structure and/or mssion elenent. A

m ni rum but adequate nunber of DPAs nust be established. A standard
nunber woul d be one DPA for each directorate, |aboratory, or office.

Est abl i shing additional AlSs will be at the discretion of the | AM

Excepti ons

An exception will provide long-termrelief froma regulatory

requi renment. Requests for exceptions nust be approved only when
corrective action of a deficiency is not feasible or when the security
afforded is considered equivalent to or better than that provided by

regul atory requirenents. The accreditation authority will be required
to revalidate exceptions every three years fromthe date of approval or
| ast revalidation. All requests for exception to policy will be routed

t hrough the appropriate chain of command to HQ AMC, ATTN. AMCM .

Facility Security Profile
Har dwar e/ sof tware inventory 1|i st
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For ei gn nationa
A foreign national is any individual who is not a U S. citizen by birth
or naturalization.

Foreign representative
A "foreign representative" is a U S. citizen or alien who works for a

forei gn-owned conpany. |If the individual who works for a foreign-owned
conpany is a U S. citizen, higher headquarters approval is not required
to permt the person access to automated information systens. |f the

i ndividual is a foreign national, approval is required prior to
permtting the individual any access.

Gover nment owned, Contractor-operated (GOCO)
A Governnent owned facility that is operated by a contractor

I mmi grant alien
An inmigrant alien is any person not a citizen of the United States who
is under an inmgration visa for pernmanent residence.

I ndependent terminal facility

Any conputer facility containing a portable or stand-alone termnal or
word processor, intelligent or dunb, that is not hard wired to a host
conput er.

M ni conput er
A nul tiuser conputer designed to neet the needs of a snall organization
or a departnent/division in a |arge organi zati on.

Privately owned software
Commer ci al software purchased by an i ndivi dual

Public domain software
Software that has been nmde avail able for use w thout the requirenent
of licensing and no registration fee is requested.

Sensitivity determ nation
The nethod used to determine the sensitivity of data to be processed on

the AIS. Sensitivity determ nation will be acconplished prior to risk
assessnment and accreditation. It will be used to determne if fornmal
accreditation is necessary. |If the AIS neets the criteria for
accreditation, or a risk acceptance, a risk assessnent will then be

performed and becone a part of the fornmal accreditation package.

Shar ewar e
Software for which a registration/use fee is requested, but not
required.

Smal | conputer (m croconputer)

Any single-user conputer with an arithmetic-logic unit and control unit
contained on one integrated circuit (a mcroprocessor); often called a
personal conputer or PC.

Super seded software
Sof tware that has been replaced with an update or software that has
expired.

Wi vers
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A wai ver provides only tenporary relief from conpliance with prescribed
standards. Requests for waivers are appropriate if corrective actions
can be reasonably acconplished within a specific period of tine.

Wai vers apply only to those regul atory requi renents which the requester
i ntends/ expects to correct within the accreditation period. Wivers
cannot be extended past 180 days unless HQ AMC, ATTN. AMCIO-F, grants
an exception to policy. Specific waivers nmay be included in the
accreditation package when certain requirenents cannot be net because
of economi cal, technical, or operational reasons. As an exanple, sone
operating systems do not provide random password generation. A waiver,
as part of the accreditation package, would be requested to allow the
use of an alternative nethod to generate passwords. This type of

wai ver, which may be approved by the accreditation authority, is valid
for the length of the accreditation. Wiivers requiring approval by

hi gher headquarters or other agencies will be included as an attachnent
to the security plan. The security plan nmay not be approved until the
wai ver has been granted.
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